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Abstract
In this article, the prospects and risks of the development of the Japanese cryptocurrencies are discussed. Japan
has the most progressive regulating climate in the world for cryptocurrencies. The land of the rising sun is the
homeland of a large base of investors of cryptocurrency and users. In 2018 Japan was the second or third largest
economy in the world for bitcoin. Averages of the Japanese yen of 11 per cent of the global trading volume for
BTC, keeping it a nostril in a nostril with South Korean won for global trade domination after the USA dollar. For
the country only 127 million people of 11 per cent of the global trading volume — influence is more than usual

size per capita on the crypto industry.
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hub. Japanese citizens were among the

first to start mining and using Bitcoin,
even at the beginning when it had very little
real-world value. MtGox, the world’s biggest
crypto exchange at the time, was a Japanese
company. Millions of Bitcoin transactions
flowed through Japan.

Some of the world’s biggest crypto celebri-
ties lived in Japan. Roger Ver proselytised Bit-
coin heavily in Tokyo and around the country
during the first few years of Bitcoin’s exist-
ence, even giving away free Bitcoins so peo-
ple could play with them and learn how to use
them. Ver was the one who convinced Mark
Karpeles to purchase MtGox from program-
mer Jed McCaleb in 2011 and operate it as a
Japanese corporation.

MtGox is the worst hack of a cryptocurrency
exchange ever. It was a huge setback for the
cryptocurrency community who had staked
so much of its reputation on the security and
immutability of blockchain-backed cash. The
problem, however, was MtGox’s security was
not up to the task of keeping attackers out.

F rom very early on, Japan has been a crypto

As a result, the attackers gained access to the
private keys of millions of hot wallets on the
exchange. They also gained access to many of
MtGox’s funds.

The MtGox team tried to recover the funds
but was unsuccessful. After the loss of so many
company funds, the exchange became insol-
vent. Within a few weeks, the largest crypto
exchange in the world had become insolvent.
MtGox filed for bankruptcy, Karpeles went to
jail for falsifying records during the ordeal, and
trust in cryptocurrency fell to an all-time low.

Japanese investors were stunned, especially
those who used MtGox as their primary ex-
change. It would have been reasonable to ex-
pect the Japanese government to shut down
other exchanges and tighten regulations to
protect consumers. However, that’s not what
they did. A lot of credit should go to Japanese
regulators during this period. They didn’t let
MtGox’s mistakes cripple the overall crypto-
currency community in Japan. Instead, they
imposed reasonable measures to formalise and
monitor cryptocurrency investments to protect
consumers.
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Fig. 1. Schedules of the rate of MtGox exchange.

Source: bitcoinwiki.com.

Table 1
Rating of the Japanese cryptocurrency exchanges

Name of the platform &a::i::; Interface language Tra(c;i:gh;lz:l;)m € Tra?:’i,r:)g d\:;l;;me
Bitbank 23.06.2015 Japanese $ 33,492,137 $917,217,670
Zaif Exchange 28.05.2014 Japanese, English $ 9,187,000
CoinCheck 17.07.2014 Japanese, English $ 12,168,240
Quoine 13.01.2014 Japanese, English, Indonesian $170,612,690
Fisco Cryptocurrency  29.06.2016 Japanese $ 3,689
Btc Box 13.02.2014 Japanese, Chinese, English $ 9,706,680 $ 272,946,008
GMO-Z.com Coin Ozc;c)oltger Japanese, Russian
Campfire Corporation n.d. Japanese

Source: Author’s compilation.

After the recent Coincheck hack, for instance,
the Association was quick to implement its own
new rules and regulations in response. The new
rules set a maximum cap on the percentage of
user funds that can stay in hot exchange wal-
lets. Anything over the threshold of 20 per cent
would need to automatically and autonomously
move to cold storage for security purposes. Via
this self-regulating body, exchanges can make
rules that work for them while still keeping
government regulators satisfied.

For a long time, the FSA has been concerned
over organised crime and other criminals us-
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ing digital currencies to launder money, espe-
cially privacy coins. That’s one of the primary
reasons the Payment Services Act requires all
cryptocurrency exchanges in Japan to now be
duly licensed with the FSA before they can do
business. The FSA wants to track know your
customer data and impose anti-money laun-
dering measures.

Several organised crime groups used Mon-
ero, ZCash, and Dash to launder money earlier
this year, even with AML policies in place at
Japanese exchanges. As a result, the FSA an-
nounced on June 18 that there would be an
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outright ban on privacy coin trading in the
country moving forward. In the wake of this new
ruling, Japanese exchanges have pulled Monero,
Dask, Reputation, and ZCash from their trading
platforms. Even though Dash and ZCash offer
optional privacy that only a minority of user
utilises, Japanese regulators have still insisted
on removing the coins.

Let’s consider in more detail the most popu-
lar exchanges, their merits and demerits. The
Coincheck theft prompted heavier oversight.

The FSA began conducting on-the-spot inspec-
tions for all quasi-operators to look for secu-
rity gaps, and in March 2018, the FSA sent out
punishment notices to seven exchanges, even
requiring two to halt operations for 30 days.

According to Asia News Network, the FSA is
grappling with how to handle its quasi-opera-
tors. Shutting unqualified operators down too
quickly could cause customer backlash, but, at
the same time, the FSA needs to make sure the
proper security checks are in place.

References

Ageev, A. 1., Loginov, E. L. (2018). Kriptovalyuty, rynki i instituty [Cryptocurrencies, markets and institutes].
Ekonomicheskaya strategiya [Economic strategy], 1, 94-107.

Andryushin, C. A. (2017). Bankovskoe delo, deyatelnost kredita, regulirovanie i nablyudenie [Banking, credit
activity, regulation and supervision]. Bankovskoe delo [Banking], 6, 26—34.

Vakhranev, A. V. (2016). Rol yaponskoi kriptovalyuty v ekonomike i ikh proizvodstve [A role of the Japanese
cryptocurrency in the economy and their production]. Biznes v zakone [Business in the law], 224-226.

Veduta, E. (2017). Tsifrovaya ekonomika privedet k ekonomicheskoi kibersisteme [The digital economy will
lead to economic cybersystem]. Mezhdunarodnaya zhizn [International life], 87-102.

nepCI'IEKTMBbI N PUCKN pa3BUTUA ANOHCKOM KPpUNTOBANOThI (MOHaKOI/IH)

LWabmHem Oxabup Kbi3bl AcafoBa

CTYAEHTKa MarmcTpaTtypbl,
MexayHapogHbii GUHAHCOBBIM (aKynbTeT,
MduHaHcoBbIN YHUBepcuTeT, MockBa, Poccus

AHHOmauyus. B cTaTbe aHanM3MpyoTCs NEPCNEKTUBLI U PUCKM PA3BUTUS KPUNTOBANOTLI B AMNOHUK, rLe
ChOpPMMPOBAH CaMbIl MPOTrPECCUBHbBIN PEryNIUPYOLWKUIA KNMMAT B 3TOM 061acTU U rAe CyLecTBYyeT KpynHas
6a3a MHBECTOPOB B KPMNTOBANIOThI M Nonb3oBaTenei. OLHaKo paa CKaHAANO0B, CONMPOBOXAALLMX
LeaTeNbHOCTb 0OMEHHbIX NnaThopMm, npexae Bcero 6aHKpOTCTBO caMoi bonblioi nnowankm MtGox,
noLopBaNio LOBEPUE MHBECTOPOB M NOJIb30BaTeNei. B pesynbTaTe, NOTEPSIB NOYTU MOHOMOJIbHYH NO3ULMIO,
pblHOK KpunToBantoT B SinoHuun B 2018 . 3aHMMan nonepeMeHHO 2 1 3-e MecTa Mo 06beMy TpaH3aKL MK,

yCTynas KMTauCKOMY M HOXXHOKOPENCKOMY.

Kntoueswie cnosa: nepcnekTuBbl; PUCKU pa3BUTUA; MHBECTOPbI, 3KOHOMUKA; KPUNTOBAIOTA
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